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I. General Terms

1. Applicant or Integrator or Principal
Within this Application Form, your legal entity may be referred as “Applicant” or “Integrator” or “Principal”
2. API Owner
The owner of the eID system and of the eID API is the Government of the Republic of Kosovo and will be further referred as “API Owner” or “Owner.”
3. Instructions
Carefully read the content of this Application Form, mainly the Integration Agreement. Submitting this Application Form means that you accept all provisions and take the full responsibility of all information that you have filled in.
If the person submitting the Application Form is not one of the legal representatives of your legal entity, please fill in the Power of Attorney too. The Power of Attorney must be accepted by the nominated authorized person. 
4. Effective date 
The effective date of this Application Form and of its entire content is the date when the application form is submitted by the applicant.
5. Signature and stamp
The applicant signature and stamp on this Application Form are applied only one time, in this section of the Application Form. By signing and stamping this Application Form, the applicant agrees and acknowledge that all sections of the Application Form are accepted as they are presented in this document and are legally binding.

Applicant (Legal Entity): [Company name]
Name: __________________________
Title: __________________________
Signature: ______________________
Company Stamp (if applicable):



II. POWER OF ATTORNEY
(to be filled in only if the authorized person is not one of the legal representatives of the applicant)
	1. Principal (Legal Entity)
Full Legal Name: [Full legal name of the legal entity]
Legal Form: [e.g. LLC, J.S.C., NGO, etc.]
Registered Address: [Full registered address]
Registration Number: [Business / registration number]
Represented by: [Full name and title of the legal representative]

Hereinafter referred to as the “Principal” or “Integrator”.

	2. Authorized Person (Attorney-in-Fact)
Full Name: [Full legal name]
Date of Birth: [Date of birth]
Address: [Residential address]
Identification: [ID card / passport number, issuing authority]
Email: [this email will be used for the correspondence with the eID team and to login to the necessary eID business/support systems]

Hereinafter referred to as the “Authorized Person.”



3. Scope of Authorization
The Principal hereby grants the Authorized Person the authority to act solely and exclusively on behalf of the Principal in the following specific matter:

To represent the Principal before authorities in connection with all procedures related to the integration with the Kosovo eID platform, including the right to submit, sign, receive, and collect all related documents and correspondence.

Any action outside the scope defined above is not authorized.
4. Powers Granted
Within the limits of the above-described matter, the Authorized Person is expressly authorized to:
· Represent the Principal before public authorities, institutions, and private entities
· Sign applications, statements, contracts, and other related documents
· Submit, receive, and collect documents, notices, and decisions
· Take all lawful actions necessary to achieve the purpose of this Power of Attorney
5. Duration
This Power of Attorney shall be valid until completion of the specific matter described above, unless revoked earlier in writing by the Principal.
6. No Sub-Delegation
The Authorized Person shall not assign or delegate this Power of Attorney to any third party without the prior written consent of the Principal.
7. Governing Law
This Power of Attorney shall be governed by and construed in accordance with the laws of the Republic of Kosovo.
8. Signatures
Executed in [city], Republic of Kosovo, on [date].

	Acceptance by Authorized Person
I hereby accept the authority granted to me under this Power of Attorney.
	Name: __________________________
Signature: ______________________
Date: ___________________________





III. Kosovo eID Integration Agreement
This Agreement (“Agreement”) entered into force on the Effective Date between the API Owner and the Integrator. The Owner and the Integrator may be referred to individually as a “Party” and collectively as the “Parties.”
1. Purpose and Scope of Integration
1.1. The Owner grants the Integrator a limited, non-exclusive, non-transferable, and revocable right to access and use the Owner’s API solely for the following declared purpose and scope:
Using
[  ] Strong authentication using Kosovo Wallet
[  ] Electronic signature, Timestamping and Electronic Seal API
For
Consuming the above-selected API to extend the functionalities of the [name the application/website] as described in section IV  Business case. 
1.2. The Integrator shall not use the API for any other purpose, including but not limited to resale, sublicensing, reverse engineering, or unauthorized commercial exploitation.
1.3. Any change to the declared purpose or scope requires prior written approval from the Owner.
1.4. Any change to the declared purpose or scope applied without the written approval from the Owner shall be considered a material breach of this Agreement.
2. Code Inspection and Audit Rights
2.1. The Integrator expressly agrees that the Owner may, at any time and at its sole discretion, request a copy, inspect, audit, or review the integration code, implementation, logs, and related technical documentation to verify compliance with this Agreement.
2.2. The Integrator expressly agrees that the Owner may monitor the API usage in real time and may take necessary actions (which may include suspending or terminating the integration) in case of detecting suspicious activities, without prior notification.
2.3. The Integrator shall provide timely access, cooperation, and reasonable assistance during such inspections.
2.4. Failure to cooperate with an inspection shall be considered a material breach of this Agreement.
3. Data Protection and Privacy Responsibility
3.1. Where the integration involves personal data, the Integrator acts as the sole data controller and/or processor, as applicable, and bears full responsibility for lawful data processing.
3.2. The Integrator warrants and undertakes to comply with:
· Applicable laws of the Republic of Kosovo, and
· All relevant EU data protection regulations, including the General Data Protection Regulation (GDPR), where applicable.
3.3. The Owner shall have no responsibility or liability for the Integrator’s handling, storage, processing, or transfer of personal data.
3.4. The Integrator shall indemnify the Owner against any claims, fines, penalties, or damages arising from data protection violations caused by the Integrator.
3.5. The Integrator expressly declares that it follows legitimate business practices and purposes and the purpose of eID API integration is not to build a database containing personal data of the citizens.
3.6. Sharing personal data received through integration with 3rd parties without the explicit written consent of the Owner will be considered a material breach of this Agreement and will trigger immediate termination of the Agreement and of the integration and may be followed by additional lawful legal proceedings.
4. Security Obligations
4.1. The Integrator shall implement industry-standard technical and organizational security measures to protect the API, credentials, data, and systems from unauthorized access, misuse, or breaches.
4.2. API credentials must be kept confidential and must not be shared with third parties.
4.3. The Integrator shall immediately notify the Owner of any security incident or data breach affecting the integration.
5. Suspension and Termination
5.1. The Owner may suspend or terminate the integration, in whole or in part, at any time and without prior notice, if the Integrator breaches this Agreement.
5.2. Upon termination:
· All API access shall immediately cease
· All API credentials must be revoked
· Any data obtained through the API must be deleted or returned, as instructed by the Owner
5.3. Termination shall not affect rights or obligations that by their nature survive termination.
6. Intellectual Property Rights
6.1. All intellectual property rights related to the API remain the exclusive property of the Owner.
6.2. This Agreement does not transfer or grant any ownership rights to the Integrator beyond the limited usage rights expressly stated herein.
7. Limitation of Liability
7.1. To the maximum extent permitted by law, the Owner shall not be liable for:
· Loss of profits, revenue, or business
· Indirect, incidental, or consequential damages
· Data loss caused by the Integrator’s systems or usage
7.2. The Integrator uses the API at its own risk.
8. Indemnification
The Integrator shall indemnify and hold harmless the Owner from and against any claims, damages, liabilities, costs, or expenses arising from:
· Misuse of the API
· Breach of this Agreement
· Violation of applicable laws or regulations
· Data protection or privacy violation
9. Confidentiality
9.1. Any non-public technical, commercial, or operational information exchanged under this Agreement shall be treated as confidential.
9.2. Confidential information shall not be disclosed to third parties without prior written consent, except where required by law.
10. Changes to the API
10.1. The Owner reserves the right to modify, update, or discontinue the API or any part thereof at any time.
10.2. The Owner shall not be liable for any impact such changes may have on the Integrator’s systems or business.
11. Governing Law and Jurisdiction
This Agreement shall be governed by and construed in accordance with the laws of the Republic of Kosovo.
Any disputes shall be subject to the exclusive jurisdiction of the competent courts of Kosovo.
12. Entire Agreement
This Agreement constitutes the entire agreement between the Parties concerning the API integration and supersedes all prior discussions or agreements.


IV. [bookmark: _Ref217301158]Business case

[describe why do you need eID API integration and what business objectives you pursue through the integration]

V. Technical summary

[Describe the technical platform (stack) in which the eID API integration code will be implemented. This description should be focused on the technologies (frontend and backend) and not on the functionality of your business system. It is mandatory to provide a clear description of the IT security components you use to mitigate cyber-attacks and mostly possible data leak/theft. Where applicable, also indicate the hosting solution for the business system you want to integrate with eID.
 
Be aware that your application will not be approved before providing the above-mentioned information.]



VI. Integration information

	Mandatory
	Option
	Option Value

	YES
	Planned integration
	☐ Strong Authentication

	
	
	☐ Digital Signature and/or Digital Seal

	NO
	Logo (512px x 512px, png)
	

	YES 
(if Strong Authentication is selected)
	Redirect URI (PRE PRODUCTION)
	One or more URIs that will be allowed for redirection after successful authentication in pre-production environment

	
	Redirect URI (PRODUCTION)
	One or more URIs that will be allowed for redirection after successful authentication in production environment

	YES
	Contact email
	The email that will be used for communication and for login to the eID support systems (if not provided with the Power of Attorney above)

	YES
	Contact phone
	The phone that will be used for communication. Please ensure that the device is able to receive SMS/Whatsapp communications since it may be possible that some secrets/passwords to be communicated only on the contact phone device.



NOTE:

If you do not have a separate development/testing/staging environment, the PRE-PRODUCTION and PRODUCTION Redirect URIs may be the same.
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